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AUBSTRACT

This document reports the flindlings of a study of alter~
native system architectures for secure database management
aystems. System requirements are statea and the relation to
operating system security 1ls discussed. Security kerneln,
their history 68 well as thelir advantages and problens, are
descrlibed. Additlonal securlty requlrements for database
systems are Introduced and some models and experimental sys—
tems are reviewed, representing non-archi tectural and archi~-
tectural approaches to non-secure and secure database SBys-—
tems. Conclusions and evaluations are made throughoute. It
is also suggested that milltary planners and systea deslig-
ners re—evaluate thelr trrditional approaches to securl ty
policy, in order to take advantage of emergling technology.
Broad~baned recommendations are then made as a baseline for
determining appropriate research directions Iln the area of
data securitye.
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1« INTRODUCTION

1«1 Goale of the Project

; The ohjectives for this study were vwritten in the

Request for Short Term Analysls Service (STAS) as follows:
The objective of this requirement is to Investigate
alternative systea architectures for secure Database
Management Syateas. Appropriate analysis is to
include recent approaches such as back—end compu-
ters, database machines, networksy. and distributed
databases and MNultiprocessor archltectures. Each
approach should be studled for feasibllity, relative
advantages and drawbacks, range of policies imple-
mentable by mechanisms provided, cost, and perfor—
mance. The results of this study will produce a
baseline for determining appropriate research direc-
tions in the area of securitye.
As the work progressed, it became lncreahlngly clear

that:

1) Owing to the state~of-the—-art nature of the subject,
insufficlent detail exists to allow for anelysis of
cost and performance, and for signicant cost compari-
sons to be made.

2) Direct comparisons of the ‘vnrlou- alternatives and
approaches was rendered 1napplicable because of the
varying stages of development of the approaches. A

second, more lmpo~tant, reason is thet fundamental dir-

ferences 1n approcach tend to invalidate direct compari-
sons because they are comparisons of “appleas and

oranges. ™

As a result, through telephonée conversations with peo—
ple at AIRNICS, the COTR organization, the objectives of the
work have evolved to deemphasize quantitative analysis,
while the maln thrust of the study has remalned the same. A

statemont of specific goals used as a guide for interpretin,

and achieving the stated objectives Is as follows:
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1) Collect information as comprehensively as posajble from
milltary, academic, and commerclal sources.

2) Report findings of 1) above.

3) Nake broad-hased recommendationa about which general
directions appear most promisinge

4) Provide Information and advice with which aililtary
planners and system deslgners can reconslder thelr
traditional approach and be prepared to take advantage
of newv developments In the state—of—the—arte.

S) Attempt, whenever posslble, to use up—to—-the-minute
results to assist in achleving an awvareness of alterna-

tives necessary in reaching goal 4) abovee.

In several cases there was a minor difficulty with S)
above, in that securlty restrictions presented barriers to
obtaining the necessary Iinformatlone This was particularly
true with military organlzations and their contractors
{e«gey DCAy SDCy I. P. Sharpei. In other cases, wlth aca-
demic and industrial sources, very current information was
obtained, including descriptions of work in progress but not
yet pudblished. A personal approach to'lntornatlon gathering
made use of letters and follow-up telephone calls. Also,
personal participation ' lan the planning and execution of an
Army Automation Securlty Workshop was helprful to the author
in ldentlifyingy, and relating this project to, Army needs.

12 Scope ot Project

This section briefly delimite the type of securlity to
be Jdiscussed, except for a short mention of some of the
"oeripheral l1ssues™ In section S<2e The focus of the work
is 01. msecure database managements The security of operating
systems ls addressed only in that 1t relates to that of
database systemse The scope speclflically excludes toplcs

such as personal lildentification, physical access controls to
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computer facllities, and cryptographye. Wwhile these are
interesting and necessary parts of an overall secure opera-
tlion, they are not in the objectives of this studye. These
toplics are being studied by others, each as a separate fleld

of intereste.
13 Terainology

This section will SBerve to deflne some of the terminol-
oy that the reader may encounter In this and other litera-
ture on the subjecte Some of the definltions are a bit
arbitrary In that no standard definitions have yet been
establishede. ({Also, some of these defilnitions——e«gey
integrity-—are not quite the same as those found in AR
380-380 [ARMYR77], but they are consistent with the litera-
ture.) '

Protectjon—The preservation against unauthorized use of
computing resources, especlally the protection of data
from accldental or deliberate disclosure or wodifica-
tion, Protection Includes security, privacy, and Integ-
rity concernse.

Securjity--The protection against deliberate disclosure or
modification of data In cases involving natlonal
defensee. Securlty also covers cases Involving 1indus-
trial economics (eege, Iindustrial spiesr) and commerclal
flnances (eo.gey fraud)e.

Privacy--Protection ot data about vpeople: in particular,
the protectloh of the legal rlghts of 1individuals and
organizations to self determination of the degree to
which information about themselves can be collected,
stored, and shared with other lndividuale and organiza-
tionse. Privacy includes conftfidentlality, which 18 the
protection of individual anonymity while globally pro-

censing (e.gey gathering statistics) data about peoplee
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Integrity——Operational Integrity i3 the protection of the
logical conslatency of data by properly synchronlzing
accesses that modify datae. Semantic Integrity Is the
protectlion of the loglcal consistency of data by ¢heck-
ing all inputs and updates against specifiéd const-
ralnt.'e« (This is different from the AR380-380 [(ARMYR77)
defini tlon of Integrity which refers to it In terms of ;
overall system securlty as: “"The capability of an ADP
system to perform its intended functlion in an uniapal red
manner, free from delilberate or inadvertant unauthorized
manipulat.on of the systeme")

Protection policies—Pollcles are the rules of access to
computing resourcese.

Protection mechanisms—Mechanisms are the weans to imple-

menting policies within a given protection syetem. A
security system may be viewed as having a ®pool®™ from
whlich mechanisms may be smelected and combined to imple—
ment  any given policye. As an analogy, the basic
instruction set of a computer provides mechanisms to be
put together' to form prograss which execute policjies.
fhen policy is built into mechanismy, 1t should be done
del iberately, with a conscious appreciation for the

tradeof? being madcie of flexibllity for economye.

1.4 System Requirements

This section describes a number of protectlon features

which are useful or necessary 1in a forward-looking secure

‘ mili tary data management systeme. Many of these requirements

will be referred to by name later In the report.

1) Nultilevel protection—In a milltary systes, this tern
often means that more than one security classification
level can exist together within the system. in other

contexts, the term has been used to refer to protection

e e A




S

mechanisms which occur at more than one level of soft-
ware and hardwaree The term also can imply that pro-
tection checking can be done at several levels (granu-
larities) of data (e«gey sysntem, filey record type,
record instance, fleld)e.

2) No "back doors"-—All data 1ls accessed via a common
entry polint to the DBNSe. Hldden entries are guaranteed
not to existe.

v 3) Decentralized authorization—-—Permission to grant access
privileges exists among many different authorl ties,
each of which has securlty responsibilities for differ—
enty, possibly overlapplng, parts of the databasee. This
feature 18 useful in eliminating the operational bot-
tlenecks found with a centrallzed database adainlistra-
tor (DBA), but 1t complicates the authorization pro-
groamg considerably and requires the concept of resource
"ownership®™ to be implemented. An ovner Iis one who can
propagate access rights to a given resourcee. Propaga—
tion of ownership brings about the problem of access
privilege revocation (GRIFP76)], a problem without an
automated solutione Of course, decentralized authori-
zation requires discretionary controls (not a system
based on Just security levelsn).

4) Reasonable performance—Securlity has its cost in over-
head of processing and storage. Performance penalties
must be limited to a reasonable percentage.

S5) Uniforwity of mechanisms—One general protectlion
mechanism, uniformly applied, is safer than a static
mechanisas requiring the handliing of many exceptlons
(CLAYB78]ce The same wmechanisams should be used, regard-

. less of the purpose of the protection; for e.ge., secur—
Ltyy, privacy, and integrity should be lsplemented with

a common set of mechanlesms.

AL a2 S ) ) S m-l; N Lmdl o= &L M- Ahaa mma - -
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Integrated security-—Protection mechanisams are to be
integrated into the hcart of the system architecture
from the start and not "added on" to exlsting datahase
systemse Nany c2arly syftem deslgn decisions must take
securlty requirements Into accounte Without securlity
requirements, these declislons will be made In a differ—
ent way, in favor of other factors (primarily 1n favor
of performance)e.
Iaproved protection precision——Flixed unsophisticated
protection mechanisms have been limited 1in thelr abil-
ity to adhere with preclision to the Increasingly com—
plex policles of the database environment, This lapre—
cision causes access decislon errors [RARTH77].
Dynamic authorization-—Authorlzers have the abillty to
change access rights lnteractively while the DBMS is
operationale This is becoming a requirement for any
on—line DBMS. It is also useful in supporting the
"need—to—~know" principlee.
Kernels—Xernels and methodologlical alds to verlfying
system security are necessary, in combination with
rigorous software testinge.
Cooperative authorization——As8 a natural consequence of
decentralized authorization, authorjzation from sev-
eral cooperating authorities [MINSN77) might be
required for certain highly sensitive operationse.
Generalized and distributed data—Generalized DBMS are
requl red for the operations addressed in this report;
simple file wmanagement operatlons offered by typlical
operating systems are not adequate. In many cases the
data {(and DBMS} will he distributed within a network
of systens. '
Protection languages—2n easy-to—use interface |is
necessary to allow authorizationa to be made correctly

and In a timely mannere. Protection languages
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requested data is authorized for access. The level of

granularity with which enforcement wmechanliams can deal

In such cases {for example, partial accesa vs. "“rlat

yes or no" declsion) is a question of “resolution of

enforcement”™ [HARTHT?7]}. 1If policies allow for partial

accessy, wmechanlasms will need to have the ability to

filter out the unauthorized portion from the author—

lzed portlon of requested data.

Range of access decision dependency—in general,

enforcement decislons need to be based on many varla-

bles. The degree to which protection mechanisas are

sensitive to these variables deteramines the range of

policles lmplementable by those mechanlamse.

a) data names and types (data definition dependency)

b) data values within the data being retrieved

c) data values elsewhere In the da tabase

d) input data values (integrity constraints for inser
tlon and modification)

®e) system @state varfables (e.ge, time of day,
switches, modes of processing, atatus indicators,
etce)

£) user related information {(e<cge., user IDy re-authsn—
tication results, terminal, time of login, etce.)

g) access hlstory information

h) results of procedural protection measures "trig-
gered® by the access request

Exception reporting—In real systems, -ogh.nl--- are

needed for handling and feportlng exceptions, This

includes a: abllity to produce journal files, protec—

tion logs, and audit tralls. It also includes the

ablility to handle and report penetration atteapts

(accidental or deliberatel) without greatly affecting

the performance of normal operations.




2. RELATION TO OPERATING SYSTEN SECLUTY

2«1 Introduction

¥hile the security of operating systems is not directly
part of database protectiony the close and complex relation-
ship between operating systems (0S's) and database manage-
ment sysatems (DBNS's) warrants the conslideration of O0S
security in this reporte Indeedy many of the tunctions pro-—
vided by 0S's (e<gey low level input/outputy, resource inter-
locking for shared usage, etce) are critical to DBMS opera-
tions. With vulnerable OS functlons, secure DBMS are of
little use in overall system security. As this section con-
centrates on recent work Iin the area of security kernels,
the reader is referred to the 1]iterature for a more compre-
hensive discussion of OS security [SALTJ7S, HARRNTS,
JONEA7S, etcele

2+2 Security Kernels——%What They Are and Are Not

The teating of large modules of sof tvare has been shown
to be insufficlent, by litaself, for demonstrating that the
software 1s secure [ANDEJ72]. On the other handy, thorough

software testing has certainly been shown to play an'lnpor-

tant role. (See Tanenbaum [TANEA76) for an smusing, but
realistic discussion of this viewpoint.) In fact, a two
step system certification procedure, as a combination of

verification and |installation reviewv and teating has been

sugzested for military computer smecurity [WALKS77).
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The difficulty of verityling large systemss of softvare

has led to the concept of naecurlty kernels into which all

securilty related software ls to be concentrated into a
smaller, certifiadble protected nucl-us, separate from the
§ rest of the 0S functlons. Non—kernel OS software can then

be allowed to run In an unprotected environmente. As most of
the recent work in kernel implementation has shown [NILLJ76,
FOPEG78a, POPEG78b) kernels have gone a long way toward

reaching thils goal. A kernel—based approach forces the sys-—

tem software to be very well structured and to be highly
transparent (straightforwvard, readable, and enly'to unde r—
stand without following ®clever® gyrations within the code).
This structure, though perhaps achleved at a slight cost in
performance, has Increased the level of confidence of OS
security greatly over that of the previous generation of

flaw~ridden, overly complex patchworks of software.

Put kernels, as the litérature has not been gquick to
point out, stil]l do not guarantee securlty. The proot of a
program Is not a guarantee of 1ts reliability (TANEA76]).
Furthermorey, proving individual programs is not the same as
proving a system of interacting programs. It is also diffl-
cult to prove that all necessary code is in the kernel.
This requires proving something about the entire system of
softwvarey and one reason for having a kernel is the d4dlffi—-
culty of proving things about the entire systeme. Further,
it is a reality (at least within current state—of-the-art)
that some security related softwvare aust reaain outside the
kernel, If its bulk is to remaln within reasonable limlts.
Software for resource -anngencnt'.nd physical device support
- is typically among the outcast code thaty, Iin fact, 1ls sensi-

tive to security flaws, Sometimes this requires "trusted®
non—kernel software [POPEG78al]ly which leads to various lev
els of kernels. It is part of the "bowl of spaghetti®™ syn-—
dromey a term colned within the MULTISAFE project (NULTISAFE

is discussed In gection 4.4.2). As one atteapts to sepa-
ratey with each blte, an amount that can be reasonably han-
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dled, the complex Interconnections caine more and more spa-
ghettl to be pulled from the bowle Within the NULTISAFE
project the operational definltion of ¢the ideal kernel is
"that minimal collection of software fuch that no fault or
subverslion of other software can cause gecurity to be coms-
promiseds® However, as a practical matter, the bowl of spa-
£hetti syndrome requirer that a consideisable quantity of
securlty software to be outside the kernel. In all systeas
this non—kxernel software can have an impact on security. An
lmportant way that subverted non-kerne]l software can com—
promise security is by passing false Information to the ker-
nel. If false parameters are accepted by the kernel, unau-
thorlzed accesses could be alloved by an otherwvise perfect
and proven kernele. For example, a subverted (or subversive)
DBNS might "lie®™ about the nature of the data 1t s trying

to pass through security checks back to the user.

It has also been suggested that non—kernel softwvare be
allowed to do muci of the work of a given function and then
have the Xxernel check the final results. In some cases,
this is a reasonable way to reduce %kernel bulke. However,
the thorough checking of Bome processes lmplies a checking
62 how the results were obtained. In these casesy, checking
can require the ability to reproduce or emulate the proces::
being checked—not a condition allowing for substantially
less volume in software than that of the process (belng

checked) itselfe.

Improved hardware and firaware support (see [(POPEG78Ba)
for examples) offers hope for even more secure and more com—

pact kernels In the future. Improved methodology [ROBIL77)

offers hope for more secure overall systems.
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2.3 Kkernellzed Operating Systems

2¢3.1 Background

Over mosat of the past decade several proujects have con—
tributed to the present technology of secure 0S. Starting
in about 1968, penetration efforts of "tiger teams” revealed
the appalling state of securlty in operating systems. Nore
importantly, those tests showed that finding and patching of
socurltj leaks was not a viable approachs Penetrators never
falled to flnd more holes and errorse And, even iIf more
could not be found, their non—existence could not be proved.
Deslgners would be required to start over from scratch, to
deslign and develop operating systems in a new, highly rigo—
rous and systematic waye. Early research (circa 1972) spon-
sored by the Electronic Systems Division of the Alr Force
ylelded the concept of the reference monitor which performs
complete mediation of every memory reference (every access)e.
It was partly from this work that the kernel concept and its
properties of {solation and correctness were derlived. Early
Mitre modelling [{BELLD73] set military policy (eegey the

star property) in a formal matheratical model.

MULTICS, developed at MIT and one of the earliest
security oriented systems [SALTJ74)y, was not based on for-
malisms for verification ¢? softwaree. It has been subse-
quently adapted by Honeywell as MNultjics, the wmost secure
system commerclally avajilablee« It also has been kernellzed
in an experimental project called Guardian within a combined
effort by Honeywell [HONEY76), MIT [ SCHRN77), the Alr Force,
and the Stanford Research Institute (using SRI methodology)e.
Formal specifications were developed, but not Implemented.
Honeywell developed a Secure Comsmunications Processor
(SCOMP) [GILSJ7S5])y which began as a Honeywell level 6 mainl-

computer—based front—-end and remote communications processor

for the GCuardian secure Multics system. As such, SCOMP was

anmut i
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a hardware oriented approach with . Security Protection
Module, which connected to the systess bus and checked all
accesses to protected objects. Aftes Guardian was terml-
nated In 1976, work on SCONP contlinued, and 1t developed
into a PDP-11 "jlook—alike" (software compatihle)l with a
KSOS-like (see the next section) secure—UNIX operating sys—
teme SCONP 18 sometlmes referred to as "KSOS-6." SCONMP .
uses a Nultics—llke ring structure to implement domains of
execution, and the hardware offers a significant amount of .
kernel supporte Also SDC has been working on KVM, & kernel-
ized version of IBM VYN 370 [GOLDB77]}. EVM, a three year
project which began in 1876, will guarantee the separation

of virtual machines in VM/370, removing the necessity for

periods processinge. Virtual machines executing processes at
different classification levels may reslide together in the
same systeme KVM 18 targeted for use in DCA, DCobey, and
other intelligence processlng sites. Gerald Popek
{ POPEG78a, POPEG78b] has developed a kernel based, verifl-—
ably secure O0S at UCLA and has adapted it to the Bell Labo-

ratories’! UNIX operating systea for the PDP-11, Mitre has
independently, also using a kernel approach, produced a

secure UNIX-lilke OS designe.

232 Xkernelized Secure Operating System (KkS0S)

The Department of Detense (DoD)y however, needs produc-—
tion quality esystems, which are the next logical step af ter

these “bread boerd"” systems.

In 1978, the Department of Defense established a Compu-
ter Security Inltiative, the goal of which ia to achieve
widespread avalilabllity of secure ADP systems within the
DoDe. Accomplishment of that goal will depend on involvement
of computer manufacturers and on effective mechanisas for
DoD approval of secure ADP systems. The recent DoD direc-

tive (5200.28) establishes proper channels, technlcal evalu-

ation proceduresy and mechanisas to facillitate solutions to
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this latter probleme. In response to the former, the DoD
Computer Securlty Technical Consortium (Stephen Walker) has
funded a competitive effort [{WALKS77) to produce a Kernel-
Lzed Secure OS (KSO0S),. The maturing technology fros the
initlially separate efforts described above, taking place
over different scales of times and with varying obJectives,
has come together in one project. It is an excellent exam-
ple of how government fundinge appllied at the proper stage
of development, can provide mutual benefit to milltary and
private enterprise and advance the state—~of-the—art at the
same time. As a result of this experience (with KSOS) a
funding policy may be emerging: the government appears to
be willing to fund original deslgn and Inltla]l Implementa-—

tion, but not successlive refinements after that.

The privilege to produce the DoD production quality
kernellzed secure OS was won In a competltive design phase,
over TRY by Ford Aerospace (E. Jeo McCauley), with SRI (Peter
Neumann) as a subcontractore Gecrald Popek of UCLA was a
consul tant to TRW for part of their work and is now a con-
sultant on KSOS. KSOS was presented to the Us S Armsy Com-
puter Systems Coamand '(USACSC) at a Software Syaposiua in
Williamsburg, Virginlia, on 25-27 October 1878. There are
also several paperasa on KSOS being prepared for the 1979
National Computer Conference (NCC). Awmong the DoD particli-
pants are the Defense Communications Agency (Ken Noore,
CCTC) and the Army (Fte Nonmouth)e. The main sponsor {s
DARPA.

The goal of the KSOS project is a co--crélnlly viable
{production quallity) secure 0S, externally compatible with
UNIX and implemented on the PDP-11/70. UNIX 1s a popular,
stralghtforward and uncomplexy, OS for the PDP-11l, designed
by Bell Laboratories to be simple and efticient. However,
1t was not originally designed with security as a primary

objectlivee. There are numerous opportunities for "Trojan

horses™ and trap doors [ NEUNPT8]. It i very vulnerable
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through lts "superuser™ state. The goal of the KSOS effort

is to produce a secure OS with the good features of UNIX and

with comparable operatlonal efficlencye. The myltilevel
deslgn partitions the system into:l a kernel, trugted non=~
kxernel securlty related software, untrusted non—kernel
security related software, and an emulatore The emulator

provides compatibility with an existing UNIX—-like user
Interface and has no et?ect on securitye. The trusted non-
kernel security related software 1is partly motivated by con-
cerns for efficlencye. The kernel is actually a "complete,”
amall operating system with efficlent I/0 and can be used by
itself in a dedicated speclial purpose system (eecgey secure
cemmunication frent—end). Alsé. other (non-UNIX) operating

syatems can be built upon this same kernel.

Phase I {(of KSOS), the design phase, ls completed. The
deslgn exists as a formal smspecification, and 1ts security
properties will be formally verifled. In Phase 11, the
implemoentation phase, the kernel is supposed to be running
by Spring 1979 and cospleted by the following Fall.
Selected parts of the implementation willl be proved to be
faithtul to the designe. Many appllications are belng planned
and developed to run on Kk50S. Of interest in this report is
a secure DBMS, rumored to,be like Culiinine's IDMNS. Others
include a secure network front—end, flexible message han-

dlers, and the Guard system described Iin section 2.3.S5
2¢3¢3 PSOS and the HDM

Peter Neumann [NEUMP77) and othere at Stanford Research
Instltute (SRI) have designed a Provakly Secure Operating
System (PSOS) using SRI's Hierarchical Design Methodology
({MDM) [ROBIL77]). It is Iinteresting that PSOS is not based
on the kernal concepte. This makes PSOS more general than
KSOS, for example, in that PSOS can support many different

security policles, not necessarily based on the star—pro-

pertye. It also more easlly supports discretlionary access
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control se PSOS uses capabiiity—-based addressing and hard-
ware tagging of capabilities to insure their non-forgeabil-
itye PSOS is not {mplemented yet, One of the problems Is
that existing hardware cannot support 1t. It is hoped that
most of the necessary modificatlions can be made at the firm—
- ware level. The Navy 1ls currently lnterested In developlng

. a PSOS prototypee.

Perhaps the most lmportant aspect of the PSOS project
18 the Hierarchical Design Ne thodology. used In the design
! and development of PSOS. Based on the fundamental notion
‘ that software tools are the most important factor in achiev—
Ing secure systems, HDM provides a broad range of tools
allled to an Integrated methodologye HDM emphasizes formal—
ism in making the development process preclse. HDMN is com—-
prehensive in that it applles throughout the design and
development process of a system; it 1is not just about pro-
granm provinge As such,y it enhantes software reliability as
well as securltye. (Of coursey, one cannot really believe in
the security of an unreliable system, anyway.) HDM concepts
include hlerarchical decompositlion, structuring, abstrasc~-
tiony, modularity, formal specification, data representatlon,

and program verlificatione. HDM mechanismus include abstract

machines at many levels {(operations and internal data struc-—
tures), modules, stages of development, and system families.

Among HDM languages are a Hlerarchical Specification Lan-

guage, a SPECIfication and Assertion Language (SPECIAL}, and
an Intermediate Level Programming Language (ILPL). SPECIAL h
allows formal, non-procedural apecifications to be oxpées-ed
in a predicate calculus forme. Progra--lna languages for
implementation of HDM desligned systems unust be strongly
typed, have no aljiases of objects, and do no hilding of
implementation detallse. Several modern languages such as
Modula, EBuclidy Gypsy, and Ada (nee DoD/1)--all varlants of
PASCAL-—are possibilities, but each has its own drawbacks.
ILPL is a wainimus Janguage designed to Just satisfy HDM

requirements.
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NDN development stauges heglﬂ with specification of
requirements and, theny, system moi'el inge. Next are design
{ylelding specificatlon proofs) and lmplementation (ylelding
code proofs)e The PSOS project plaun ls to verify the entire
sperating system, right dcan to the code level. The devel~-
opment process, within a hlerarchy of abstract machlines,
bullds each machine by writing an abstract program for the
functions of that machine in terms of the primitives of the
next lower machinee. Within PSOS, for example, some sixteen

levels of abstraction have been identiflede.

A detailed example of this methodology, applied to a
list procesaeing problem, is given in [SPITJ78]).

There are other languages and methodologies which have
been developed independently (ftor example, GYPSY
{ANBLAT77])y bDut a review of these 1ls beyond the scope of
this reporte.

2.3.4 Unresolved ISsues

The state—of-the—art ia sufficlently undeveloped so
that there still remajns a dlfference of teralnology from
one group of researchers to anothere Single definitlions for

terms such as trusted, seml-trusted, untrusted, responsible,

and privileged (as applied to software processes) are not
universally accepted. Alsoy a dlfference of oplnion exists
as to how much software must be verifled. For example,

SRI's approach reqquires verification of all security
related software, whether or not 1t is In the kernel. The
author belleves, along with the SRI peoples that confidence
in any approach that doss not verity all security related
code (such as appears to be the case Iin UCLA's Secure UNIX

and SDC's KVM) cannot be complete.

Some of the trusted software of KSOS cannot be con-

talned in the kernel because it (intentlonally) violates the
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security axlomse. An example of such a process ls one
involving declassification or "sanltlzatlon™ of datae. in

KSOS these processes will be subjeacted to the verification
methodology Just the samee. Those procedures will point out
the Intentlonal "violations" of the securlty axloms, but no

other violations will be allowede

On the other hand, the KSOS spooler i8s not In the ker-
nel, either. It 18 in a grey area called "responsible"™
softwaree. It is not directly lnvolved ln accesslng data,
but it could possibly be sSubverted to send data to the -rohg

people.

In sum, 100% secure operating systems are probably not
achievable. However, highly secure systems are attalnable,
and such systems will eventuallly be accredlited for miljtary

usee.

2¢3«5 Guard—A XS0S Application

For many military applications there is a growling need
to be able to Interconnect many computers, often several
with difterent classification levelse. The pagsage of data
from high to low levels will require careful sanitization
and declassificatione A8 a near—term response to this need,
N1TRE and the Navy {(Navalex) have teamed up to develop
Guard, a semi—autonated system which acts as a filter bet-
ween two computing systems operating at different classifl-
cation levels. Guard runs as an application under KSOS on i
PDP-11. The sanitlization 16 done manually in a high classil-
flcation environment by guard officerse. A security watch
officer is then responsible for passing the data to the low
classlfication environmente. In a network sSuch as the
ARPANET, the Guard system might be called upon to pass
ARPANET messages, data management queries (to the Datacompu-
ter), and data responses. Pollcy requires one guard officer

per high-database/low~database combinatlion, s0 that the
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;
efficer can become famlllar with thi{ particular databases
and thelr usage. RBoth requests and {esponses can be edl ted

by the guard offlicer, or el ther can Jo completely rejected.
Netwerk mall between different cla:jiflcation levels vwilll
alse pass through Guarde Nail isa not edited, but ia checked

By the securlity watch officere.

2.4 The Transition to Database Management

At first it might secm thaty, since DBNS's have certain
functions in ceamen with OS's, an e (tension of O8 securlity
principles should cever database Securatye. ¥While it is true
that each type of system deals with sharing of structured
data, there are several intrinsjic differences which aake
PBMS's much more than an extension of the file handling
capablilities o” present day 0S's. Correspondingly, database
security 1s not Jjust an extenslion of 0OS securlty. Some of
*hese differences are as fellowse This 1list is bhased on a
list developed by the author and expanded on by Fernandez Iin
(FERNE77] and most of the items are taken verbatim from that
seurce?

1) Databases need a fliner protection granularitye.
Fleld—-level and data—-dependent control are requlred
in order to apply s need—-to-know policy in a shared
database environment,

2) Databases need a finer granularity for sharing, too.
Thereforé. Lnterlocklng for shared access can be more
difficult [(GRAYJ7S, BAYER76, RIESD77]).

3) In shared datadbases there is a large number of data
objects with complex interrelationships and a broad
variety of data typese.

4) While the 083 is concerned with the name and address
spaces of the data, the DBMS 1is also concerned with
the sewmantics of the datas This implles the need tor

content and context dependent access control in such
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6)

T)

8)

10)

11)
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an environmente Thus, there Is an Increased need for
more dynamic protection checking with later binding
timese.
The need for data independence 1n DBNS requlres that
definitions of the data objecta and their protection
speciflications be logical entitles, far removed from
the physically oriented objects used by the 0S. This
is required also to reflect the senmantics of the
datae
A richer variety of access types 1s needed In DBMS's,
such as statistical access, administrative access
{ FERNE7Sa), etce Again, OS's usually deal with phy—
slical access types such as read, write; and execute.
In an OS, data units correspond to real resourcese.
In a DBMS there may exist data aggregates (ecgey
views) that do not correspond to any physical entity
but are dynamically bullt according to an application
request [ASTRM76, SUNNE77 }.
In a DBMS each user may have a different conceptual
view of the data obJjects and their relatlionships
(eegey BSubschema, submodels)e.
User Interfaces in DBMS are usually more constralned
(eegey use of special query languages, speclal proce-
dural languages, special access protocols, "parame-
tric®™ access).
The lifetime over which the data is used is normally
longer in a DBMS, and the number of associated
applications is usually largere.
Objects are often (possibly null) sets of data enti-
ties, detfined ilmplicitly dy predicates as character—
istic functionsy, causing them to ovelap arbltrarilye.
The tidy deflonition of objects as dlsjoint flles
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ot.hlgher l1evel checkingy tooe. Conventionally, DBNS run as
large applications "“on top of" the 0S,. In the MULTISAFE
projJect (described In 3ection 4.4.2) |t has been, proposed
that all external storage access operations, both for 0OS
file handling and for DBNS operationsy be executed and cont-—
rolled 1n one place——a sort of Data Base Access Nethods The
OS them operates "on top of"™ tr., DBNS, instead of vice
versas The checking at the various jlevels can then be [nte-

grated and coordinatede.

3¢ NON—ARCMITECTURAL APPROACHES TO DATABASE PROTECTION

This section uses some selected models and systems to
1l1lustrate the state—of-the—art of non—architectural
approaches to database protectione. It is not Intended to be

a coemplete review eof all existing database protection work.

Je.1 MNodels

This sectlon briefly reviews a few models of database
pretectien. Each of these models has, since 1its development
as a descriptive model, evolved as the "backbone" of a cor—
responding archl tectural Appronch to database protectione.
The medels are discussed here« The respective -y-tq- archi-

tectures are discussed in section 4. !

Jelal Hslao'®s Attribute—Based Model

hh
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their directories encompass wmany of the more commonly used
flle structures (e.g., inverted flles, indexed sequentlial,
and multlilliat) as special canres, A record In a flle is a
set of attribute-~value pairs, Selected attribute~value
palrs, now called keywords, are used in an index to speed
retrievale. Records having keywvords 1n comson are linked
together by pointers ‘nto lists within the database. Typi~
cally, a record is a node Iin several lists at one time;
1le®ecy each record can be an Intersection point of several
linked llsts. The directory for a file contalns the infor—
matlion necessary for rapld processing of these llsts, For
example, for each keyword, the directory has the number of
lists corresponding to the keyword, the length of each list,
and polnters to the beglinning of each list. Queries are
expressed as logical (AND and OR) combinations of keywords.
Algorithms have been developed to decode the directory
entrlies for glven keywords and to process the, possibly
many, corresponding lists of records in parallel. The
algorithm minimizes the total number of records inspec ted
while retrieving the records which correctly answer the

querye

Numerous researchers have since elaborated on the
attribute-based wmwodel (often called the ®“Hslao—Harary"™
model), lncluding work reported Iin [YAOSB76, WELDJ76]). The
model has also served as the basils for implementation of the
Highly Secure Database Nanagement System (HSDMS) (HSIAD76a,
HSIAD76b) at Ohio State University. HSDMS bas been demons~
trate& to be viable in a military environment using a Navy
ocean survelllance application database [MANOF?77). An
archi tectural approach, the Data Base Computer (DBC), has
since been based on the same model and it will be discussed

in section 4.
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3e¢1.2 NcCauleY's Security Atoms

Additlional concepts are Introduced In [MCCAETIS) which
enhance the security aspects of the attribute—-bar:d model.
Specific atributes of a flile can be selected as "gecurlty
attributes”™ and used to group records for securlity purposes.
A security attribute and its value are a "specurlty keyword."
Each record then contains a set of zero or more securlty
keywvords {(securlity attribute-value pairs). This set is a
f"agecurlty atom"™ and all records having the same securlty
atem are grouped together loglcally by "belonging to"™ that
atea. Securilty atoms are disjoint and they can be protected
individually, as objects, The security keywords of esach
access request themselves foram securlty atoal(s), and they
are checked against a list of protected security atoamas for
an access declslon. This wmechanism, along with others, 1is

used in HSDNS and the DBCe.
3e1e3 Fernandez® Nodel of Authorization

Fernandez, Summers, and Colemas [FERNE7Sa) have devel-~
oped a fermal model of iuthorlzatlon which can lspose access
rules en shared databases accessed through high level lan—
guages (e.gey PL/I). Programming language extensions allow
for database Interaction and for users to define and use
views of the data. The user®s intentions, with respect to
the database application, are made explicite. Enforcement
can “ske advantage of more than one binding time, but is

.cchpllshed primarily at cosplle time.

Iin (FERNE75b] the model is extended by a data structur—
ing scheme to facllitate authorization by providing tlexible
ways to deflne access ruleses As these access rules are
entered, their effects propagate through the system, and the
rules are then dliscarded (to avold possible internal incon-

sistency with later rules). Some architectural extensions

to this approusch are discussed In sectlion 4.
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Jeled Hartson's Semantic Nodel of Database Protectlion

A model of protection semantics divides protection into
authorlzation and enforcement processes. A model ls devel-
oped In [HARTH76a] as a semantic base for constructs in pro-
tection languages used by authorizers to express protection
policles. The model 18 based on sets of users, resources,
and data operatlons. Predicatesy, called access conditlons,
allow access decisions to have a wide range of dependency on
system state. Access conditlons are combined and evaluated
by the enforcement process to produce the access declslonse.
Additional protection features are Introduced In [HARTH76b]).
Access history keeping allows dependency on the occurrence
of previous data operations. Auxiliary program invocation
provides for addltional procedural protection measures such
as auditingy, alarm and recoveryy, and threat survelllance.
The tradeoff betveen preclislion and performance is studied in
{ HARTH?77). Herey, the questions of enforcement and dynaiic-
and timing are addressed in the context of the semantic
model and the concept of access declision binding time Is

introducede.

3«2 Some Experimental Systems

This section uses a fev existing experimental secure
database systeas to l1llustrate the state—of-the—-art for sys—
tems not based on an architectural approache It is not a
complete review of all experimental systems. The discussion
emphasizes two recent relational database systems: INGRES

{representing academic research) and System R (representlng

industrial research).




3¢2+.1 ADEPT-50

Although ADEPT-S0 (WEISC6D)] is nelther state—of~the—-art
nor & database system, 1t earns a brief mention here because
it 1® one of the first wilitary oriented attemptes at secure
0S8 tile handling. ADEPT-S0 provides security for objects
such as users, terminals, Jobs, and flles in a time sharing
environaente In a set theorestic approach, ADESPT-S0 features
the concept of a " jJob uamdbrella,;® a derived clearance of a
user/termlinal/flle combination. The Job umbrella®s "high
water wmark® is used to automatically classify new flles

created by a Job.

3¢2+2 ASAP

ASAP ([COXWR72) ie an exatple of an early information
system with security mechanisas. Data independent checkling
is done when high level gquerlies are complled. Fleld level
protection is accomplished by assigning each user a list of

security classes (based on attributes, or fleld names)

he/she can accesse. Data dependent dhecking is done at exe—
cution time by Booclean expressionse. ASAP is nov avallabdle
commerclally.

3<2.3 INGRES

INGRES (Interactive Graphics and Retrieval System) is a
relational database system developed and implemsnted by Sto=
nebraker and others at the University of California, Berke-
ley [STONN76ale The approach to protection taken in INGRES
{ STONN74) has attracted a 10t of interest. Queriesy in a
high level query language language, are modified (using
information about what kinds of queries a user is authorlized
to ask) as they enter the systea. MNodificatlion ie done ia &
vay ®o th.t.th. modified version of the query Iis a legal
request, In other wvords the modifled gquery asks for only

the authorlized subset of what the original query requested.
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Query modification is done before retrlieval processing
beginse. Retrieval wmay then proceed, using the modifled
query, without further accens checkinge This high level
approach to protection offers easy lmplementation and small

execution time overhead.

In order to describe the way in whlch query modifica-
tion ls accomplished, the concept of relational databases lis
sketchede. The relatlional model of data probably has the
distinction of being the most complicated modely, and-—~at the
same time-—the simplest model of datac On the one hand the
msodel is assoclated with predicate calculus, meets and

Joinse functional dependency, normal forms, and so forthe

On the other hand a great deal of understanding can be had

without going beyond the plaln fact that data is kept In a

flat, unstructured table (the most natural form imaginable)

without pointers, hierarchles, or even any coamputer related

notionse The protection of INGRES can be explalned wi thout
departing far from this simple viewe The followving examplen
{most examples Iin this section are adapted from [STONNT4])
will be used to demonstrate INGRES query modification. Con—
sider this relation (t‘blo of data)y, named EMPLOYEE:

HAME DEPT SALARY  MANAGER
Saith toy 10,000 Jones
Jones toy 15,000 Johpnson
Adams candy 12,000 Baker
Evans candy 14,000 Todd
Baker aduin 20,000 Barding
Harding admin 40,000 none
. . This table simply lists values for four attributes of
employees of a certain companye. The query language used to
‘e retreive (and update) data Iin INGRES is called QUEL (QUEry

Language) and is typical of a class of such languages which
retrieve by data name and content and do not require know—
ledge of data structure or retrieval algorithas.
{ SEQUEL—Structured English QUEry Language [ASTRM76)--is
another language of this type.) Queries Iin these languages

typically have parts that state Iin slisple terass:
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a) the name ef user vwork area In which the retrieved
data Is to be returned

B) the name of the attibutes to retrieve

c) the name of the table to retrieve fros

d) a conditlon for seljecting rows to be retrieved

The following query is adapted to 1llustrate the use of a
language llke QUEL or SEQUEL for retrleval from a single
table?

INTO W
RETRIEVE SALARY
FROM EMP .

WHERE NAME = °JONES

The individual pnrf; are explained as follows?:

INTO ¥W——the name ot‘ the user work area In which to put the
retrieved data. '

RETRIEVE SALARY—for whatever rows are retrieved, it Is the
SALARY attribute (column) which 1s of interest in this
gquery (other attributes will not be given toc the userl.

FROM EMP—the name of the table from wvhich to retrieve.

WHERE NANE = *JONES'——the condition [attribute and value) to

be used for selecting rows to de retrieved.

Fros the sample database, this gquery would select one row,
namely the second rov (as this 1s the only row haviang s
value of ‘JONES' for the NANE attridbute) and return the
SALARY value of that row, namely 15,000, to the requesting
user's work area (buffer) namsed ®"W." The attributes to be

retrieved (SALARY above) are called "target® attributes.

An access control restriction for a user can itself be
specltied in the fora of a query. For example, suppose that
Smith can see only information about hiaselft (l.esy rows
where NAMEB = 'SNITH'). A query—like statement of this res-

trictien 1is$

INTO ¥
PERMIT NANB, DEPT, SALARY, MANAGER

| _—

i ke o s st




FROM EMP

WHERE NAME = *SMITH®
12 Smith inqulres about the salary of Jones withe

INTO W

RETRIEVE SALARY
FROM EMP

WHERE NAME = ®JONES*

the query is modifled with the restriction by forming a log~
ical AND of the condltions:

INTO W

RETRIEVE SALARY

FROM EMP

WHERE NAME = *JONES® AND NAME = °*SMITHY

Since each ros can have only one value for the NAME attei-
bute and since thlo:nodltlod query asks to select all rows
with both values under the NAME attribute, no records are
retrieved and the lllegal request is successfully denlied.
In general, the modified smelection condition becomes the
original query conditlion ANDed with a quantity which 1ls the
logical OR of all applicable access control specifications.
Given tﬁl- additional control specification, allowing Saith
to see information about people who are lﬁ the candy depart-

mentd

INTO W
PERMIT NAME, DEPT, SALARY, MANAGER
FROM EMP '

WBERE DEPT = YCANDY®

Query selection predicates will then be ANDed with?
NAME ='SMITH®" OR DEPT =*CANDY®

The single relatlion (only the EMPLOYEE informatlion)
hides some coaplexity, but servea well to ‘11lustrate the

principles Cases Involving more than one relation and quer—

jes Involving aggregates (eecge, the average of all salarlies
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in a certain department) are doetalled in [STONMT4)e Certain
anemolles are assoclated with queries Iinvolving gggregates,
and some users wuight consider 1t a dravback to get ansvers
to queries which are djfferent from those enterged lnto the
system (especlally if they Jdon't know what querles the

ansvers do match)e.

As INGRES is implemented on the UNIX opsrating system,
it is afforded physical file protection by UNIX and can take
advantage of its tree structured fille and dlrectory organi-
zatione Extensions have also been deslgned for implementing
INGRES as a distributed database system [STONN76b) in a net-
woerk of UNIX based systems. A developament more important to
thls report is the adaptation by Mitre of INGRES to run with
a secure kernellized UNIX and to Incorporate wmultilevel DoD

security policies and controls [WAGNB77].

3.2.4 Systes R

System Ry, developed and implemented at IBM's San Jose
Research Laboratoryy 1s perhaps the most complete experimen—
tal relatlonal database systeam in the Unilted States
[ASTRMT76]). In addition to the access coantrol mechanisms,
there are also provisions for semantic integrity assertions,

logglng and recovery, concurrency interlocking at many lev—

els of granular] ty, and "triggering® of transactions by
database events. In System R a table is an existing rela-
tion as It resides 1In the database. A table can also be a

"ylewe™ or loglcal variation doriv.d from an existing table.
Views can be tailored to the needs and applications of Indi-
vidual users. Authorlzed users creating new tables (elther
relations or views) can sutomatically have access rights to
access them and to share these rights with others. The
enforcement mechanisa siaply checks to see If a requesting
user has besen granted (by someone) the right to perfora the
requested operation on a given table., The access privilege

lnformation is an access list [LANPB71), also stored as a

P

e,
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relatione. By this informatlion the user is kept within
his/her view, Attempts to write outside this view are pro-

tection vioclatlions and attempts to read from outslde it
yleld the null response. This enforcement checking 1ls done
at access time (not compile time) and is done once per
"transactione™ A transactiony whlch can encompass several
related database commands, is the wunlit of protection and

integrity locking in Systeam Re.

Creators of tables can not only propagate access
rights, but they can propagate the cright to grant further
access rightse. Therefore, more than one authorizer can
grant access privileges to the same object, This serves a
need for decentralized authorization, but complicates the
revocatlon processe. Now, to achlieve a desired state of
authorization, an entlire chain of grants might have to be
revokede In [(GRIFP76) one particular policy (built into the
mechanisms) is described which attempts to return as clo=ely
as possible to the authorization state which would exist 1f
the revoked authorization had never been granted. (1t is
clajmed that the whole, K system returns to it original state,
but most likely 1t was intended to refer to Just the state
of the authorization informatione Obviocusly, previous data-
basy accesses made under the privilege being revoked are
irreversible.) In achieving this state all grants propagat-
ing from the revoked grant are also revokedy, except those
“gupported®” by a previous grant from another (not bolgc
revoked) sourcee Time stamps are used to establish relative
il-lnz of drant- and revocationse A recursive algorithm,
which traverses the graph of grant sequences, is given in

{GRIFP76])] to accomplish this revocatlone.

INGRES and System R are further describded and compared
in [MCLED77]. It is sajld that the revocation mechanisa des—

cribed above is not lmplemented in System R.
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4. ARCMITECTURAL APPROACHES

4.1 Introductlion and Notivation

The functional regulirements of sectlion 1, and underly-
ing securlity mechanisas needed to support these requirements
according to the principles of section 2, impose the need
for these very general characteristics in a system deslgn:
modularlity, simplicity, i1solatabllity, and flexibility. It
has beon observed [NANOF77] that thus far the solutions to
data security preblems have largely been ad hoc and brute
forcee. A view that can stand back and consider the entire
system architecture rather than concentrating on tuning up
individual mechanisms, offers hope for more elegant Qolu—
tions In the futuree. Perhaps the single most important con~-
clusion of this report 1is, not to suggest a solution or a
particular system; but to recommend a directlion and an
approache. The bulk of the evidence and information that
wvent into the making of this report points toward systeas
architecture approaches as the most effective way to satisfty
the increasingly complex and oftemn competing requiremeantse.
In fact, it appears to dbe the only approach In which the
design of such large systems can be undegrstood and belleved

t0o be securee.

In {MARYP78] the separation of DBMS functions from
appllcations programs Is argued because then "software that
sples on the database cannot be constructed.” Claybrook
{CLAYB78)] shces that the distribution of functions 1an a DBNS
results In:3

a) speclalized modules
) smaller and simpler modul es

c) small operating systemy, kernels, and other subsysteas

d) more easilv verified -ocuﬁlty kernels
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Modular System architecture approaches, such as the
functional speciallzation In Ohlo State's DBC and the func~
tional distributlion of Virginlia Tech's MULTISAFB, offer——in
addition to the advantages listed above:

a) 1solation of protection functions (Iln accord with the
software concept of a security kernel)

b) integration of many securlty related functlons

c) elimination of "back doors®™ (all access paths to the
database are ldentiflied)

d) a well structured system

The last point, that of structurlng the systenmn, is
important. Good structuring provides for a clean design,
from the hardware on upe As Jones and Lipton [JONEA7S]) have
put 1ts "in order to be credible the basic framework must
be simple and clears. No one will belleve an unstructured
system 1s secure.™ It ie nov widely accepted that, although
a small] amount of clever asno-biy language code for a func-—
tion can be very etficient, it is not as reliable and easy
to understand as [f {(t were structured and in a higher level
{ languagee So it is 1ln systemsy, especlially systems in which
security is important and systems that will be maintalned
over periods of years, As with structured programs,; struc-
tured systems may suffer ssall performance penalties com—
pared to "clever"™ non-structured systems. For exampley res-
ponse time might be higher due to Increased communication
paths to isolated protection functlons. The added overhead
must be accepted as part of the cost of doing business prop—

erlye.

4.2 Architectural Approaches to Database Nanagement

. In the late 1960°'s and early 18970°s 1t was recognlzed

that, since data on secondary storage devices must be moved

into the CPU for processingy it would be  beneficlal for




32

applications such as DBNS to move some processing . capablli-
tiem out into secondary devices. The presence of functions
for mearchingy comparing, and coablining data made the smsecon-—
dary storage system appear to the CPU as an assoclative
retrieval system. These assoclative approaches to database
searching have been shown to have performance advantages
over conventional file and Index organlzations (DEFIC71,

DEFIC73, BERRPT4).

Researchers at the University of Florida [(COPEG73,
SUSYW73) developed a stand-alone, assoclative, cellular sys—

tem called CASSMN, which 1ls constructed by attaching loglc

unjts te a head—-per—track, segmented rotating storage dev-
ieeo. CASSN was designed .te support general database struc—
tures such as hierarchiles. Data wmanipulatien is accom—

plished within the secondary memory without the need for
control by the CPU. A relational associative processor
{RAP) wvas designed at the University of Toronto [OZXAETS,
OZKAE77)y end 1t also ls a stand-alone rotating head-per—
track scheme for supporting relational databases. RAP fol-
lowed the idea of cellular architecture as found In CASSM,
but ' with more sophisticated logic for datebase accessing
that iaproved processing tire. RAP can handle very large
databases . (up to 100 megeblits and larger)e. Latery, at the
University of Utah [LINCS76] a rotating assoclative storage

device, called RARES, was proposed for relational databases.

In RARE§ search logic is attached to the fixed heads. RARES
stores data across adjacent tracks, whereas CASSM and RAP

store datc'nlon. ad jacent trackse.

A system called Infoplex [MADNSE7S) is being deslgned at -

MIT to access databases through a hierarchical complex of
low-cost alcroprocessorse This system achleves a high
degree of parallelism and plpellning facllitated by the
1ideral use of queueing detween levels of processors In the

hierarchye. 1
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One of the earliest assoclative DBNS was the Informa-—
tion System For Assoclative Memoriea (IFAM)--developed for,
and partly by, the Rome Alr Devalopnept Center (RADC) and
implemented 1in 1971 on the Goodyeaf assoclative meénmory.
Assoclative memocries, because of economlic conalderations,
must be small {for exampley, the RADC STARAN uses four arrays
of 256 by 256 bytes). The problem, therefore, with using
assoclative memories for database operations has been the
time required for loading the assoclative memory from secon-
dary storagee. Hovev;r. important recent results from RADC
{ FARND76] have shown the feasibllity of a glgablt storage
device which elimlinates the delays In loading the assoclia-
tive memory, by transferring whole blocks at a timee. Based
on this new memory technologye RELACS, an assoclative compu-
ter archl tecture for supporting a relatlonal data model, is

currently being designed at Syracuse University [OLIVE78]).

In 1974 Canaday et ale [CANAR74] reported a somewvhat
different approach. Instead of designing speclal purpose
hardware to bulld into the secondary storage devices, they
employed a general purpose minicomputer connected with stan—
dard disk drives as a "back—end computer® (BEC)e As did the
assoclative devices, the back—end computer accepted DINS
commands from the CPU and returned results without requiring
interim processing by the CPU, The following year Kansas
State University, in an effort sponsored by AIRMICS
[{AIRMIT?B]), began to explore distributed processing and the
applicability of DBNS to Army problemse. KSU researcher-‘
investigated the use of BEC's and the application of BEC's .
to production quallity DBMS [ MARYF76a, MARYF76b]. Under the
Joint support of the U, S Army Computer Systems Command
(USACSC)y; the Naval Ship Research and Development Center
{NSRDC), the Naval Material Command Support Activity
(NMCSA), and another DoD agencyy Cullinane Corporation
devel oped a prototype version of the IDMS database system on
a BEC. The work at KSU provided the basic process protocol
methodology that was used to develop the Inter—computer mes—

sage system in the Cullinane prototypee.
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The architectural approaches described In this section
are largely oriented toward efflclent storage and retrieval
in DBNS. Little or no emphasls has been glven tp securilty

Iin these systens.
4.3 Architectural Approaches to Secure DBNS

After the separation of DBMS functions from the CPU, as
descrlbed in the preéeodlng sectlion, it was reallzed
that—in addi tion to advan tages in storage and
retrieval-—there could be some advantages with respec\: to
securltye The kind of isolation and modularization provided

by a BEC were ldeal for the eliminatlon of "back doors®™ and

other threats to security found in more traditional DBNS.
The BEC concept is also highly compatible with the notion of
a mecurity Kerneles The BEC, in fact, can contain a data
security kernel. In Fernandez' system architecture (dis-—
cussed later in this sectlion) and MULTISAFE (section 4.4.2)
the protection functions are even separated from the DBNS,

as well as the applications and user programse.

Blsbey and Popek [BISBR74)] %"encapsulated®™ the O0S and
security software on a minicomputer away from the user and
application software. It was then easlier to certity the
system from maliclous attacks through user or application
softwaree. Downs and Popek [ DOWND77)] then extended this to
the proHlem of secure ddtnbaae managemente Data security
modules reside In the nucleus of the DBNS as a data security
kernele The data management moduley, which maps logical data
structures into physical data structures, i8 supported by a
separate "data management kernel." All physical update and
retrieval operations are performed by the data management

kernel. For ald 1o updating, a second kernel, called the

fkernel lnput module,® is used for obtalning the update data

from the user's update request, because the data management
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module does not handle actual data. The input data l}o
matched with thelr corresponding physical structures sup—
plied from the data management wmodule. After necuclty
checkling, the data management kernel Iissues a physical 1/0
request that performe the actual update. For data
retrieval, the kernel input module is not involved. The
data management kernel validates the retrieval request fros
the data management module prilor to issuing a physical data-

base access.

In an effort to improve security and reduce the sensi—
tivity of complle—time checking to changes In the database
and/or the author!zation rulesy Lang, Fernandez, and Summers
{LANGT76) proposed a divisjon of applications software
(object programs) into three parltlons:

1) the non—database applicatlon object module (A-pro—
gram)

2) the data interaction object module (D-program)

J) the data control object module (C-program)

As the A-program executesy; a call is made to the D-pro—-
gram whenever there is’' a need for database =manipulatione.
The D-program then calle the C-prograa for all protection
checks before responding to the A—-programe Nelther the
A—-program nor the C—progras can access the database and all
security related functions are now concentrated in one
place, the C—-programe Now changes in data structures or
access rules do not require recompllation of the entire
applications program. Insteady only the C-program or parts
of the D-program sust be recomplled. In [FERNE78) a set of
architectural extensions to an IBM/370 type machine are pro—-

posed to accomodate this new system archiltecture.

Following the development by Shaefer and Hinke at SDC
(HINKT7S) of a secure relational data management system for
NULTICS, Xirkby and Grohn at I« P. Sharpe [KIRKG77a]) des~-
cribe a reference monltor technique extending [{GROHM76] the
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Bell and LaPadula wodel of DoD security policye. Model
enhancements Include concepts from (€lov analysis [ DENND?76]).
The DMS kernel ls specified with Parnas-type specificat.on
techniques {KIRKEG7Tb) and verifled to be secure [(KIRKG?Tcle
Pretectien granularity, however, appears to be only at the
relation (flle) level. Thelr work has taken a "bracketlng™
approach to reference monitoring, in which a front—-end pro—
cessor (software) monitors commurication between user termi-
nals and the CPU and a back—end processor (also moftware)
petween the CPU and peripheral memorye. The front—end and
back—end processors are added-on to an off-the—shelf OS.
Generality ef the approach has been demonstrated to the
exteant that the concept applies to both NVS/370 end PDP-11
REX. This work 12 not yet implemented.

The addition of a Data Base Machine [DBM) to WWMNCCS has
been addressed in a study by Systems Development Corporation
(spC) done for the Defense Communications Agency (DCA)
{CADYG78]. The basic objective of the SPC study 1s to pro—
vide improved security of shared WWNCCS da tabases without
any new performance penalties. The DBM approach 'is used
because of the advantages which have been expressed la this
present reporte. Some of the security features proposed
appear to be %"add on" rather than being Integrated lato the
heart of the WWMCCS design. How well they can eventually be
integrated depends largely on how well WWMNCCS was originally
designed in terms of flexibility for changee. Claybrook
{CLAYB78) is studying for DCA some aspects of the addition
of DBNM's to WWNCCS and the effects that such architecturel

changes might have on securlity pollcye.

Cary [CARYJT9] and Hoffman at Gearge Washlington Univer—
sity are workling on a secure DBMS which isolates databanse
functions across a set of functionally specifled hardware.
This epproach emphasizes single or multipoint real—time sur—

velllance and threat monitoringe. This approach appears to

be very sultable to implement the functions of a WWNCCS ADP
System Security Officer (WASSO) terminal.
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There I8 one new problem Introduced by the varlous
archl tectural approaches to secure DB\S., The iIsolation of
DBNS functions into a BEC or DBY requires carefu) considera-
tion of the ascurity of messagew between the database pro-—
cessor and the wmain CPU. This is a different issue from
that of network communications security and ils discussed

briefly with respect to MULTISAPE In sectlon 4.4.2.

4.4 Some Experimental Systemss

Two exporimental sysateas, the Ohlo State Universlity
Data Base Computer (DBC) and the Virginla Polytechnic Insti-
tute and State University MULTISAFE, are chosen as exauples
of iIntegrated system architecture approaches to secure da ta-
base managemente. Similar vork might possibly be undervay
presenfly at other places under the wraps of secrecy, but
these were the only systems of this type which could be dis-
covered during this studye The work at Ohio State, direc ted
by Professor David Hslaoy and the VPI & SU work eaploy fun-—-
damentally different approachese. The two systems, beling at
different levels and involving different structures, are
complementary rather than coampetinge. The DBRC LIs much sore
highly developed than the MULTISAFE project and volumes of
details (especlally Iin terms of design and Implementation)
are available from O.S.U. technical reports. Currently, in
fact, an experimental software version of the DBC is imple-
mentedy, and a hardware verilon ls being considered for pro—
totype liploncnt.tlon by a commercial computer manufacturere.

NULTISAFE is stil]l very much in the conceptual stages.
4.4.1 The Ohlo State Data Base Computer (DBC)

The Ohlo State Database Computer {DBC) [BANBJ78) is a
functionally specialized architectural approach to high per—

formance, secure data management based on near tera future

o
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technologye Using special purpose hardware, 1t extends and
comblnes the concepts of back—end processors and assoclative
processorse. The history of the DBC bhegins back with Hsiao's
attribute—~based data model (sectlon 3J.1.1) and Includes
McCauley's security atoms {(sectlon 3.1.2), the Highly Secure
Data Nanagement System (HSDNS) {HS1AD76a, HSIAD76D]), and
Baum®s [BAUMR7S]) design of & system archltecture. The moti-
vation for speclallized hardware s the fact that modules
perforaing DBMS functions need diverse perforsance capabilil-
ties for a balanced high level through-put. This diverslty
cannot be obtained if all the functions are implemented on
the same underlylng hardware.
-

Operating as a BEC with a special 08, the DBC Ls not
constrained to be used with any particular kind of general
purpose host computere. In facty, several host computers can

share the DBC, possibly Iin a distributed data environment.

A key deslgn concept within the DBC is the partitioned
content addressable memory (PCANM). Large fully essociative
menmories are not feaslilble under current technologye.
insteady, the DBC uses a bhlerarchy of advanced technology to
provide numerocus smaller assoclative memories at varying
levels of capacity and access speed. A block of the stored
data resides in a partition of content addressable memory at

some level within this hierarchye.

A schematic diagraa of the flow of Information and con~
trol in the DBC is taken from (BAUNR76] and appears here as
figure 1+« The operation of the system is divided into two
®loops.® Common to both loops iIs the Data Base Command and
Control Processor (DBCCP) which serves as an interface with
the host computery, controls the operation of both loops,
Rchedules execution of al]l databese commands, and does part
of the mecurity checkinge Requests from the Program Execu-

tlon Systea (PES) enter the DBCCP and are processed by the

upper loop ("structure loop™) with respect to structural
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information [HSIAD76cl. The keyword transformatios wunit
(xXUv) converts keyvords into the Internal forms used by the
rest of the systeme The structure memory (SM) stores and
retrieves the large amount 0f structural information about
the databasee. PCAM®s are used to ([mplement the Si. A
%jook—aside®™ buffer maintalns high SN performance during
updatess The structure memory information processor (SNIP),
which also uses PCAN's, performs set operations on struc—
tural Informatlion from the SMe Then the index translation
unit (1XU) decodes and returns to the DBCCP structural
information from the SMIP. The four units operate concur—

rently in a pipeline.

The lower loop (the data loop) Iis then used for data
retrieval (and update). The data loop contains the mass
memory (NM), where the database is stored in PCAN's, and the
securlty fllter processor (SFP), which does sorting and any
securlty checking beyond thsat which can be done by securlty
atoms (see section J.t.2). Ia the MM a partition of a PCAM
is a cylinder of a moving bhead disk memorye. {New advances
in assoclative memory technology would allow for replacing
any present PCAM bhardware with cheaper, faster, and more
rellable devices——such as an array of wmicroprocessors and
their memorles——without affecting any of the DBC designe.)
Track information processors (TIP's) provide assoclative
access to each cylindersy, and all tracks of a cylinder are
processed simul tanecuslye. The MM can search for and ret-—
rieve records that satisfy querles. In addlition to the
aicurlty checklng based on securlty atoms, which can be done
‘at directory translation timey securlty checking can be done
using securlty specifications which are kept by the PES In
the form of user capablillities. These securlty speclftica-
tions are expressed in the same form as are gueries;, allow-
ing the full power of the query language i0o specify records
to be protectede The SFP checks retrieved data {(but not yet

returned to the user) against these specifications.
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The DBC has also been shown to bhe sulted as & base sys-
tem for higher level data wmodels such as the hilierarchical
(HSIAD77), the network [BANEJ77al, and the relational
[ BANEJ77b]le Results of a silwmulation study relating response
times, loading conditlons, and through-put is avallable

{HSIAD78al.
4.4.2 MULTISAFE

A MULTIprocessor system for supporting Secure Authori-~
zation with Full Enforcement (MULTISAFE) for database man-~
agement 18 now being developed (TRUER78) by Trueblood and
Hartson at VPI & SU. The goals of the new systea organlza-
tion are isprovements in performance and securlty, to be
achieved by combining the concepts of multiprocessing, plpe—
liningy and parallellsm.

The nev system configuration is based on functionally
dividing a DBMS into three major modules:

52 1he dati Slrabe and retrleval modols (sE)

3¢ the protection and securlity module (PSN)
The basic idea is to l;ple-ont each module on one or more
processors forming the sultiprocessor system called NULTI-
SAFE. These processors can be as small as microprocessors,
or they can be as large as saxlprocessors (full sized main
frame processors)e. In a conventional uniprocessor environ-
msent these three modules functlion sequentlially in an Inter—
leaved fashione In NULTISAFE all three modules functlon ia
a concurrent fashion. That isy, the UAN coordinates and nna;
lyzes user requests at the same time that the SRNX ¢onornte;

responses for requestse Simsul taneocusly, the PSM contiou—

ously performs security checks on all activitiese.

The basic (or minimal) multiprocessor architecture for

NMULTISAFE is composed of three separate processors which are
connected to three separate primary random access memory

blocks. Thusy each functional module has its own processor
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and primary mewmorye The syantes organization follows the
multiport-memory organization with private memorles
{ENSLP?77])e A memory Iis made "private® by connectling only
certaln processors to Lty thereby providing physical separa—
tilon between the user®s memory and the PSN and SRN memorlies,
for example. This separation f{(or lsolation) can signifi-
cantly lmprove security because 1t is physically impossible
L for a user to access the PSNM or the SRN memories. System

perforaance is also enhanced by the concurrent processlinge.

With this new MULTISAFE approach there are soae
expected advantages as well as disadvantages. The advan—
tages of the archltecture are as follows:?

1. better perforsance—concurrent processing

2. improved securlty—more powsrful mechanisms

3. lmproved verifiabllity-—iscolation of mechanlisas

4., modularity—changeabllity of software

Performance penalties are avoided by overlapping the
processing time of the PSM with that of the UAM and SRN.
Greater resolution of enforcement can therefore be had with—
out substantially degrading the performance of the overall
systeme Security is lmaproved because a separate processor
has been dedicated for adsinistering the protection poli-
clese The processing paths through the system are coat-
rolled by this processore The protection processor operates
concurrently with other processors wilith the capablility of
interrupting their processing at any point In time. Thie
capability provides for more flexiblility io the security
mechanisas——-particularly, with regard to the tlmes and
places where access declsions can be made. In summsary the
new oystem archltecture?

1le reduces the possibility of ‘back doors® or

sneak paths, by Aisolatin the protection
mechanisas and by forcing all accesses of data
to occur through a single path;

2. offers safer fallure modes, by ahowing that

fajilures or penetrations of hardware or soft-—
ware outside of the PSM cannot cospronise
securlity; and

Jeo features a relatlionship between the operating

system and the database sywtem which can pro—-

tect the data against much of the systeam®s own
softwvaree.
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The verifiabillty of protection 1ls facllitated by the
logical and physical 1sclation of protectlon mechanisms from
other mechanisms in the system. Not only are protection
mechanisms isolatedy but the database access mechanisas also

are isolated frox the usere.

Some disadvantages of the proposed archl tecture are the
additional communication connectlions and the overhead for
process interruption and synchronizatlione. Rovevery, with
lmproved securlty and concurrent processing, the cost of the
addlitional communication and processing overhead seems Just-
iflables This conclusion parallels that of the sisilar
situation in OS kernels, in which added security compen-~-

sates for a small increase of internal commsunicatione.

In contrast to the DBCy, which has a highly developed
DBMS, limited resources have forced NULTISAFE research to
concentrate on just one of the three modules—— the PSNM. The
PSN demign is based on a generalized model of database pro-
tection (see section 3Je.l.4), and it employs multiple access
decision blnding times [HARTHT77]). MULTISAFPE is an event-
driven data-flow systeme Thus, all processing is inltiated
and controlled by events occurring eithin the measage flow,
including such events as the transmission of data to and
from the databasee. The flow of messages in MULTISAFE is,
therefore, a critical factore. Three approaches are used to
study the characteristics of the messages. These approaches
involve message structure, message classification, and mes—
sage sequences. Messages between modules are divided into
two parts: a short, fixed length desanriptcr and a varlable
length texte The mesasage descriptor is composed of three
parts: 1) a message classification codey, 2) a message 1D,

and 3) a message text address.

The security of the descriptor 1ls ensured by putting It

in & "]locked box." The descriptor is mset up as part of an

abstract da ta typee. Ites contents are set and checked by
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protected procedures which are lnvoked parametrically. No
user or user process can dlrectly access amessage descrip—
torse The securlty of the message text s ensured el ther by
PUSRing (deposlting the text In the recelver's memory) oFf by
PULLing (retrieving the text from the sender's memory) . For
example, all texts for the UAN are deposited (PUSHed) in the
UAM®'Ss memory, because the UAM is not allowed to access the
memory of anonthor modulese. On the other hand, all texts
for the PSM are retrieved (PULLed) from the sender®s memory,
because no other modules can write Into the PSN's mewory.
The PUSH/PULL security mechaniem |is l-pl.icntod directly 1in
hacrdware by the private memory structure of the system and
is a key mechaniam supporting secure 1lnter—-msodule communica—-

tione

A message is characterized by five attributes. These

attributes ared

clans
source
target
type
subtype

NN re
- P

Messages classes are:d request, response, and statuse
The message type and subtype ldentify the functional context
of the message. Not every comblnation of values for these
attributes is allowvable in MULTISAFE. The attributes are
used to establish a hierarchy of secure message clagsifica-

tionse.

The set of secure -csn.ué sequences is ﬁartltlonod into
four groupn for identification—login, data (access), dis—
play (ot authorization information)y and change (of authaori-
zatlon information) subtypes. Messages. from elther author—
izers or users are subjJect to two kinds of security
checking? 1) checking specific to the request, and 2) sys-
tem occupancy checkinge System occupancy checks relate to
overall pesrmission to be an actlve user of the systemy wlth-

out regard to how the systes Is being used. The system
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occupancy check is always made in conjunction wilith logine
For example, the condltions (separate from user ldentifica-
tion) for a given syetem urer nmay be that occupancy is
allowed only between 8:00 aeme and S200 pe.ms System occu-
pancy checking at data request time provides an (optional)

addlitional binding time for these conditjionse.

Formal axioms oare used to ®peclify certaln properties of
safe messge classifications and sequences. Formal language
grammars are used to descrlbe acceptable sequence struc—-
tures. Under the combined constralnts of the axioms and the
grammar rules, it is possible to construct only secure mes—

sage sequencese

An extension of Petri nets [PETEJ77) 1s being used to
model dataflow within NULTISAFE. The alm 1Is to prove that,
given only valld message segquences In the dataflow, no
unsafe state can be reachede. In addltion, there are also
relationships between Petri nets and formal language aspects

of messge sequencess

The slngle “station" conflgucration (one UAN, SRM, and
PSM) is easily expanded to a distributed environment, Sta-
tions now communicate by interstation dataflows. The system
remalns secure if and only lf every station appears [(func-

tionally) as a user to each other station. This ilmplies

that stations are always connected UAN to UAM. In this way,
every request, whether arriving directly from a user or by
way of another station, requires an access decision frosm the
PSM in the station to which the request is directed. Cer—
tain front—-end message handling operations will also require
an Interface between each station®s UAM and the rest of the
netwvorke. There are some prellminary principles which are
currently under investigatione The principles are based on
the assunmption that data Is located at a particular statlion
usually because It was created or entered there, or at least
because those who will control! 1ts use typically are users

local to that station. These princlples are:
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a) Authorization for accens to data stored at a
given station will be done at that station.

b) Enforcement for access to data stored at a
gliven station will be done at that stationm.

c) Nessages are to be consldered as resocurces,
like datae All message handling will then be
governed by access control rules. Both sending
and recelving of messages vill be subject to
enforcement checkinge.

An interesting side effect of this general approach to

communication protection is that access rules can now be

used to Impose user views of the network configuratione

Se ADDITIONAL ISSUES

S.1 Networks and Distributed Data

Computing is in an early phase of a strong, long—terms
trend toward networks and distributed databases. Presently,
the Datacomputer (Computer Corporation of America) on the
ARPANET is one of the few DBMS designed speclifically for
iharlng in a heterogeneous networke. However, hardware and
' software are nearly mature enough for increased activity in
this area, and the need to share data already exists
{(MARYF78)e Thereforey all approaches to future systeas con—-
sidered by the Army ocught to take into account the context
of networks and distributed systeas. In facty, future mili~-
tary databases will be distribdbuted, 1f for no other reason
than to reduce vulnerability and enhance survivabllity,

especially for applications such as Battlefleld Automated

Systense.
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The separation of database management functions into
BEC's I8 a majJor step toward meeting these new requirements,
Nowy, a database can be shared by many host computers without
regard to their physical locatione Thusy, Iin a sense a net-
work environment is a natural extenslion of multlprocessor
approaches to secure database managemente However, there
are additional problems {(securlty and non—-securlty) itn net-—
workse A detailled investigation of these other problems is
not In the scope of this report, but some of the more ilmpor-

tant polints can be mentionede.

The National Bureau of Standards has been engaged in
exploring the issues and problems of network operating sys-
tems (NOS) Jjointly with RADC, some results having been
reported by Kimbleton et ale 1n (KIMNBS76, KINMBS78al. NOS
user and program access controls are proposed at three lev—
els: 1) systems accss (occupancy), 2) file access, and 3J)
databage accesSse NBS is interested In integrated access:
controls for supporting program access to wultiple remote
DBNS's, featuring a combination of dlscretlonary and non-

discretionary controls.

The subject of authorization and enforcement gl tes
(distributed protection) was addressed for distributed data
in section 4.4.2e Another important extension to authori-
zation which could have great signlificance, especlially in
milltary and government networks, is Ne. Minsky®s concept of
cooperative authorization [MINSN77]. fmportanx actloﬁs
often require cooperative authorization: computer netwvorks

provide just the required means for such cooperatlbn.

Networks, tooy bring out the question of the security
of communication among nodese. As this problem i8 B0 basi-
cally different from Iinternal computer security, it wil}l not
be dlecussed here at alle NSA's COMSEC group Is responsible
for the security of communications devices used by the

government and militarye It is also worthwhile to note that
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1t has been shown that the correctneas of data communication

protocols cannot be absolutely guaranteed [SUNSC7S].

A further problem of nmnilltary networks, such as AUTODIN
Il is that they will eliminate the possibility of having
only one level of securlty classification In a system .t one
time. In sectlon 2.3.5y a near-term approach to connectlng

systeas of different levels has been described.

A detalled discusslon of distributed system topologles
can be found in [ENSLP77]. One conflguration, the "cluster
network,® is of special interest heree. Beyond the ordinary
communication among processora, high bandwlidth memory—to-me-
mory connections between processors foram “clusters.® There
are many possibilities for hardware implementation of nodes,
including functionally specialized (DBC) hardware and mini-
or micro—processorse Mini- or micro-processors can aleo be
used as a cluster monitor for scheduling of worklocads and
for f1ile allocatione. The NULTISAFE system has basjically a
cluster type of organization with jtas {interconnected memo-
ries. The addition to clusters of private memory ports and
partitioning of functions over processors has proved to be a

very worthwhille approach to secure data managesente.

Se2 Peripheral Issues

In this Bection several miscellaneous matters are gath-
ered together to be mentioned brieflye. More details of
these, and many other similar issues, are addreased in very
readable fashion In a text by Hoffman [HOFFL77] and a mono-
graph by Asliaoy Kerr, and NMadnick [HSIAD78b].




Se2+1 Abstract Data Types

Atstract data types (ADT) and the concept of type
extenslon is mentioned here because of thelr Increasing
importance in high level protection mechanlisase. In very
simple terms an ADT 1s a structured data object type and a
set of operations which may be performed on an object of
that typee. No access of any kind can be made to objects of
that type except by calling one of these predeflined opera-
tionse. Theretorey ADT's provide "pre-packaged" paranmetric
access to datae Higher level user interfaces (e.gey query
languages) are Inherently more secure than lovy level ones
(eegey via calls from programming languages). At lower lev-
elas (such as might be used with assembly language programs)
the system's Internal operationa are exposed [MANOF7S]
through back doors and sneak pathse High level Interfaces
to data are an Important function of ADT's, They control
how data Ils usedy even after accesas control mechanisms have
determined to allow accesse (See Jones and Liskov [JONEA76,
JONEA78) for a de:scription of programming language exten—
sions to Include ADT's that control which operations may be
performed on objects,) In a secure environment, "naviga—
tion® of data 1s undeslrable, browsing is to be discouragede.
ADT's will become a sStandard tool of the secure system

designere.

Several protection oriented concepts are related to
ADT' 8. An ADT is like a ring of gsoftware surrounding its
objJect. Access to the object can be made only through the

"pre-packaged®™ entry polints »~hich are the defined data oper—

ationsa. For example, the rings of Nultics are a kind of
hardware lmplementation of ADT's. Software in its inner
rings can do sensitive operations such as 1/0. An ocuter

ring requiring I/0 must ask an inner ring to do it by a call
which must go through a pre—defined gates This is exactly

analogous to the parametric use of ADT operations. Having a

two state (supervisor/user) situation (as found In 0S/370)
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is lixe having only two ringse, with the supervisor call
(SVC) as the gate. Thusy, the supervisor and all of its

objJects make up a (bloated) ADT.
S¢2.2 Rlak Assessment and Security Fvaluation

Securilty evaluation ia the assessment of effectiveness
of securlity techniques. Hoffman has Implemented ; a systens
called SECURATE (HOFFL78) to evaluate and analyze securlty
provislons at speclific computer installatlons. SBCURATE 1is
based on a consideration of objects, théo.t.. and. . security
] featurese  Using "“fuzzy metrics® it helps determine weak and
strong points and faclllitates the comparison of al ternative
security designse. Ratings are developed using a "natural®”

language interaction with the user.

Risk analysis [(FIPSP74, COURR?5]) is the assessment of

threats to security, in terms of liklihood of threats and

cost of losses due to the manifestatlion of the threatse. In
a military environment (as well as in sany others), metrlcs
for cost analysis of risk, threat, and protection are very
useful tools for supporting bhudget requests for ADP securlty
meaSuUres. Risk management also emphasizes physical faclility

protection and contingency planninge

S¢2.3 Auditing

Auditing involves after—the—-fact analysis and s
extremely important to detocting system flawve and penetra-
tions not detected by the rest of the security system.
Auditing has two aspects! the certification of overall sys- .
tem security and the analysis of transactions which have
taken places The present state—of-the—art of computer
security auditing is very far behind the needse. In roth
mill tary and clvilian environments more quallfied peoplu and

nmore effoctive techniques are sorely needede. An NBS work-

shop was held this Novembery, in which auditing was tled in l
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with secure data managemente. Proceedings should be avalla-

ble from Nse Cella Ruthbherg at NBS.
Se2+4 Data Integrity

Data Integrity 1s of two kinds: operational and seman—
tice Operational Iintegrity lapllies 4 consistent state of
the database which 1s achleved by synchronizing concurrent
accesses of amultiple users to elimlnate Interference between
read and update operationse Although sophisticated solu-
tions exist for operating éy-t.--, the problem is more dift-
ficult in a database environaent, because of the increased
granularlity [(GRAYJT7S, RIESD77) required and "phantom®™ data
occurrences due to the use of predicates to define subsets
of the data [BAYER76)e The problem becomes even more diffi-
cult, as do most timing problems, in networks. Resul ts
exist for systems level concurrency In distributed databases
{ ROSED78, BERNP78}. {(t would appear, however, that the best
solutions to interlocking for concurrency are solutions
which take a glébal view of the interaction of deadlocks and
recovery as well as concurrency [STONMN78 ]« Crash recovery

is especlially difficult in a distributed systea.

Semantic Integrity [ESWAK7S, HANNM?S] is a matter of
correctness of data values and relationships in a database.
This correctness can be protected to some extent by user
supplied assertions which state constraints on the proper—
ties of (values, ranges and data types), and relationships
among, data elementse The Qasertlons must remain true after
lnputs or updates 1in order to preserve certailn semantic
relationships between the existing data and the Iincoming
datae A prescribed action is taken in case the assertion is
about to be violateds (0Of course, semantic integrity check-
ing i1s 1litmited to obvious errors and cannot detect subtle
errors.) There is no reason that semantic Integrity needs
to be msingled out, as 1t hae been in the llterature. Integ—

rity assertions are merely data dependent (on existing and
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incoming values) access condlitions, and any protection ays-
tem having access conditions can thandle iIntegrity const-
raints as part of its regular businesse. One interesting
different approach uses clustering analysis [LEERC76) In

processing an existing database to detect data errors and

even estimate values for mlssing datae
Se2¢5 Personnel Problema

The military is well avare of the [(mportance of the
security problems of personnel and the physical operating
L environmente However, this report would be iIncomplete with-

out at least a sminder of thelr significancees Physical

access remains as an overriding factor of systesms securl ty.
Without protection of the physlcal operatiag environaent
{computer operations, vtcr-lnnl.. removable media, etc.),
sophisticated internal logical controls will be only a use-
less expense. There is a story that the great wall of China
was breached meveral times in the first century after it wase
bullt—not with direct attacks, but it always began with the
bribing of a gatekeepers There 1Is more computer abuse by

authorized personnel thHan by unauthorized penetratorse.

S«3 Advanced Issues

Most of the protection mechanisams described so far con-

trol the use of existing data, usually used as Iinputs (o .
varjous programse. This is broadly true even in cases where
access at the user’s level was via a query language. De .

Denning [ DENND76, DENND77a] has gone beyond this by analyz-
ing the flow of information through executing progra-;. and
dor!vlnq the protection level of program outputse. This work
addreases the quemtion of what Llevel of classification to

assign derived data Iin order to protect information froms

flowing from a high security class to a low security class.
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The practical integration of secure information flow Into
exlsting and proposed protection systems should be a signi-
flicant goal for the near futuree The security of informa—
tion flow should also be extended to the database environ=-
mente To do so in a general way would need to consider
predicate {access condition) based dlacretionary controls as
well as the traditional hierarchical levels of non—-dlscre— !
tionary military controls (l.eey classificatlion levels)e.
Rather than combining levels within a lattice, access condi~
tlons now must be combined loglically with Boolean operatorse. ‘
Perhaps, 1t would be most reasonable to laplement seccure v
database information flowv on a higher level using the con-
cept of abstract data typess If the exact effects (ir terms
of information flow) of each ADT operation vwere specified
and veriftied, calls to the ADT operations {(and thelr input
and output parameters) could be used as the basic instruc—
tions to analyze for flowy not the indlvidual detalled pro—-
gram instructions wvithin these routinese :Intor-atlon flow
at this high level could achievs a savings in overhead with~

out sacrificlng securitye.

In any case, thére also still remains a small bdut
important class of operations that do not follow the star
property and are not subject to the same kind of inforsation
flow analysis. These are the operations which need to wrilte
from high levels to objects of lower classification levels.
An example 1w the "sanitizing™ of data in order to lower its
clagslificatlione. These operations are difficult to automate
and require the systea to trust the usere. They nr;. how~
ever, becoming more and more important, as ldcrec.lng atten-

tion is beling glven to the problem of overclassificatione

In an even more difficult class of protection problems
are those dealing wvith unauthorized information obtalned
through inference and deductlon——statistical and otherwise
[BAUMR74, DOBKD76, CONWR76, KAMJB77, DAVIG78]. A summary of

work Iin thls problem area and a list of further references
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is given by Denning [DENND78)s, who concludes that to ensure
completely secure statistical databases would require such
severe constraints that the ut! . ity of the databases would

be seciously debll]tated.

Mechanisas for pretection of derlved data are developed
by D, Cohen in [(COHED77] and are based on the user®s access
history as a representation of the knowledge acquired by hia

from the database.

Both informatlon flow an? inference controls are dls-
cussed 1In a very readable style by Denning and Denning

( DENND77b)e

6« CONCLUSIONS AND RECOMMENDATIONS

6«1 Introduction

The objectives of this study called for an investiga-
tion of alternative system archltectures for secure DBNS.
Ifn reaching that objective, we have dliascussed backend compu-
tera, associative processors, database machines, networks,
and distributed -y-to--{ as veli as msultiprocessor
approachese We have looked into security of operating sys—
tema and welghed the advantages and probleas of securlty
kernels. Several data security models and experimental ays-—
tema have been revieved, representing non~archiltectural and
architectural approaches %o non—secure and secure DBNS.
Conclusions and recommendations have been made along the way
as the various approaches wvere analyzed and evaluatede. A

few more suggestions are made In the next section with

regard to military security policy. The report is them con-
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cluded with a summary list of conclusions and recommenda-

tions for future research directionse.

6.2 Nodern Milltary Computer Security Policlies

One objectlve of this study (see section 1.1) is to
help develop more awareness of alternatives to policles and
approaches which presently characterize defense oriented
agenclda dealing with computer security. It Ils reasonable
to look to new technology to improve the effectiveness of
data securlitye. This report surveys many technical
approaches and solutionse However, it iIs a strong conclu—

sion of this study thaty, Iln addition to following this tech-

nical thrust, it may be equally useful for goverment and
military ADP operations to re—evaluate their traditional
approach to protectlon policiese. Some examples are sug—

gested In this sectione.

The first suggestions are about coarse granuiarity and
hierarchical security levels. These two characteristics of
modern mili tary data security policy combine to reduce the
effectiveness of protectione. Historically, most modelling
and system deslgn of computer related security (in the milil-
tary world) has been built around levels of claassification,
a concept that existed to suit a prior non—computer environ-
mente Broad, fixed security classifications were necessary,
because ‘flle drawers and other physical repositories of
documents each had only one locke If a person had access to
any documents in the draver, he/sthre had access to the whole
drawvere. The application of these same levels to computer
data, however, is probabdbly lnappropriate. The levels are
too broad to effectively resolve "need-to—know®™ on an indi-
vidual basis and the security classes are most generally
applied to a granularity that is too coarse (e.gey, at the

file level).* FPurthermorey, policles based on this hierarchy
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of security levels have heen bullt deeply Ints systéms, many
times without an appreclation of alternative possiblliities.
Policles to preserve the astar property ("write up® and "read
down") are examples. Perhaps In a computer environnent,
where flner granula: ity and more indlvidualized need-to-know
catesgories are possible, it might be more useful (l.e.y .
better model of reallty) to have classifications that are
not necessarily ordereod, but which overlap arbltrarilye
With thesey, there would be no ®"up"® or "downi® I1nstead,
access prlvileges can be tallored to authorized access

needs.

As an example, there is a necessity to ildentifty intel~
ligence sources [MNANOF77}. This special need should not be
lumped together with other different needse. This require—
ment Is not necessarily "above® or "below" other types of
requi rements in a systems 1t is Ju-t'dlftorent. " There
already are some non—-hierarchical categories within the mil-
itary, such as eyes—onlyy, NATOy nuclear, etce, but hierarch-

ical classifications are stil]l doainante.

The effect of the star property and high water mark
policles 18 a rising classification level of files up to the
highest level of any item in the fille. The result 1is an
over—classification ofy and redundancy of, vast amounts of
datae. I1t's reasonable to guess that a very large percentage
of all military data is overclassitiede. {(Poor granularity is
also a cause of overclassification—a granule nmust be clas—
nifled at the highest level it contains.) As pointed out
strongly by Ge Cole [COLEGC78), levels of authorization that
define a hierarchy of increasing privileges are "not univer—
sally accepted as being desirable." He refers to Wulf et
al. {WULF¥73]) "who claim that 'such structures are

ven owy in a report for DCA's CCTC (ped—18 of
ICADYG78? expre--e- thelr bellef that flle level granular—
ity is "st-te—ot-the-nrt' and that flner granularlty would

be "breaking new ground.® Thelr references for comparison,
however, are other milltary oriented projects, not the gen—
eral database security lliterature. Their claim adbout

increased complexity and performance cost to achieve finer
granularity Is accuratey, though, given present technologye.




, ~ s7

inherently wrong and are at the heart of goclety'’s cOncern
with computer securlity.'™ New mechaniswes, with less emphasis

on securlty levels will be needed to meet the complex var—

iety of requlirements already existing 1In policies (e.ges
access privileges varying depending on systea state, data
. contenty, access history, statistical con.tr&lntl' informa-
tion flowl. It would be natural to havo‘c mixture of clas—
sifications for many records at different levels, existing
together iIn the same fllee Each user would be authorlzed to
access only an appropriate subset. A current directlion of
interest at the National Bureau of Standards Is in the right
direction-—a comblination of discretionary (granted rights)

and non—~discretionary (labels and securlty levels) controlse.

It will be implemented at the data element level, too, thus
addressing the companion problem of granularity. Access

decislions will be on a record—-by-record basls.

Of course, the present state—of—the—art doesn®t rell-
ably allow this kind of approache That is why there are
stil]l very few systems which can process more than one clas—
sification level at once, and those that do are carefully
certifled [WALKS77]). However, the technical requirements

will be met in time, and new policies need to be readye.

A separate area of concera about military security pol-
icy Ils one which relates to the notions of absolute and
relative securlty. Securlty guarantees cannot be given for
systeas todaye. It is not clear that they ever can be givene.
To be sure, laproved tcchnology and methodology has brought
us closer to completely secure systems. It now appears,
thoughy, that to get arbitrarily close will come at extremely
high costy, with ever more diminishing returns. To some, the
terms "security® implies a system level guarantee (although
it actually is used within this report to mean relative
securlity, not guaranteed securityle One ares Iin which
security may come close, but not reach perfection is in

regard to the notlon of security Xernels and verification of

steaiings ~nnu—I-H-HlHI-hH-Hl-I.I-.Il.--.-.-..h---‘--.-..‘
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software design =od isplementation (see section 2.2).
Another 18 protact:an asgalnst Inference Iin a statistical

database (see sectlon 5.3)e

One of the significant questions under the subject of
absolute securlity 1s: How laportant is the conflnement prob-
fem [LANPB73]? Conflinement Is the prevention of Informatlion
leaks through sneak paths, especlially as caused by the pro—
gram which 1s processing the sensitive datas Confinement
has been a deep concern within military orlented work, espe—
clally In work concerned with guaranteelng security. The
author believes that——contrary to the importance ascelbed to
it in the literature—confinesent is no longer an important
issue In a realistic present-day protection system. The
issue is, rather, data security. If confinement is an over-
whelming concern, the systeam design will be inordinantly
constrained. Overt channels, such as shared files, can be
closed off by making the procedures in question memorylesse.
Most covert channels and Trojan horses can be ferreted out
by kernelization and software verificatlone. Perhaps we may
have to endure the remalning low bandwidth channels, 1f any,
as part of the cost of doing business. Kimbleton [KINBS78b]}
has suggested that a sensitivity analysis might be helpful
for a given syatea, in showing how far it 1ls cost effective

to go toward absolute securitye.

An addltional subject, toward which a new viewpoint
might benefit both military people and others interested iIn
securi ty, is that of perfor-anco overhead (see [HARTH77)).
With any function that does not contrlbute directly to the
ugers! access of resources; there le associated the “neces—
sary evil® of an overhead cost in storage, processing, and
1/0. The distinction hetween the usage of resources consid-
ered to be directly serving the user and that considered to
be overhead is not always a clear onee. The actual plplimus
software required to access a record of data 1s relatively

smalle However, Iif the addition of software for the operat—

_.d




Ilng systemy virtual machlne emulatian, access methods, the
use of hlgher level languages, backup and recovery, flle
management, etce ara2 consldered to be only "conveniences,”
then the resource usage clalmed by overhead approaches 100%.
As the cost ot personnel and software is increasing and the
cost of computing power Is decreasing, one can conclude that
to use computers to automate as many of these functions as
possible 1Is economically sound—not to mentlon greatly more
reljable. This is especially true in the military environ-
ment where 100% redundancy (of hardware, software, and per—
sonnel) is not an unheard of commitment to achleve securlty
for different classification levels, It is llkely that pro—
tection will soon be considered as an lntegral part of the
system {wlth respect to performance) and not an add-on over—

head.

63 Summary of Conclusions and Recommendatlions

This sectlon recaplitulates the 1important polnts cond
conclusions of this study, beginning with a couple of gen—

eral observations made during the course of the study:

1) A large varlety of policiles, mechanisms, approaches, and
system views were encountered among organizations repre-
senting commercial software contractors, internal mili-
tary development, industrial research and development,
and academic research. This variety makes It clear that
the subject area 18 s8till very much developling; there are
still more questions than answers—-—especially answvers
with proven effectliveness and practicalltye.

2) There is a large amount of money and effort invested in
current operating systems and database systems, Including
their protection subsystemse The ilnertia of this maas
dictates that development in the area of data security

will be evolutionary and not revolutionarye
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The following concluslons Indicate recosmended future

technical directions In which the suthor bhelieves research

funds may most profltably be expended.

1)

2)

J)

4)

Architectural and systems epproaches tg databage pecuri-
ty—Almost all CPU's today are designed for numeric pro-
cessinge. Database and database security applications
need different functionee Specialized hardware is becom—
ing economically feasible and ls highly suited for data-
base and database securlty applicationse. Archltec tural
building blocks abound——in multiprocessor confligurationa,
assoclative hardware, block orlented random access memo—
ries, ninicomputers, microprocessors, and intellligent
terminalse. The approach is attractive tc security appli-
cations because of lts 11solation of functions and the
help that modularity glves to system verification. The
lead quotation in a paper on computer system organization
in the 1980'e¢ [APFEHM78]) 18: "Soon, system architects will
treat all system cosponents——hardware as well as soft-
warey, user interfaces as well as databases—as structural
or architectural elements.®

Distributed databases and networks—This is the future,
especially the future of military data systems. The army
must plan now, in order to be there. The architectural
approach fits in very well here, too.

Broader approach to authorjzation—The Army (and all mil-
itary systeas) needs to go beyond present policles in
order to get away from hierarchical levels of securlty
classification. These levels are the cause of many preb-—
lems, not the least of which is extreme o?erclasslflc.—
tione Decentralized adthorlzatlon' dlécrotlonlry con—
trols, dynamic {on—1ine) authorization changes, and
protection languages for improved Interfaces to authorlz—
ers are all part of the new approach to authorization.
Precision and flexibjljity of enforcement——New securlty
requlrements, such as laproved audjitadllity and legls-
lated privacy protectlon will require finer granulari ty,

partial enforcement capability, and access decision
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dependency on a large number of systeam varlables {data
dependency, tlime of day, teroinal ldentification, etcel.
Integration of operating systen and database
functions~-The «close relationshlip among OS and DBNS
functions dlctates this, for hoth performance and Secur—
ity reasons, much work remalins to be done toward this
goal. The days of operating systemns with Jjust flle han-
dling are nunberede Every OS willl have a DBNS. Concepts
such as "“database operating systems™ and "database access
methods®" for OS are already developlnge

Software kernel méthodongz——To meet the profound need

for increased conflidence in kernel techniques, more work
1s required in the areas of kerhel specitication, veriftl-
cationy, faithful implementation, and testinge Perhaps,
the most important problem (and one not recelving the
most attention) is that of the partitloning of kernel and

non—-kernel functions, leeey dealing with the "spaghettl

" bowl" syndromee. More treatment I8 also needed with the

secure handling of resulting non—kernel trusted software.

Additional protection mechanisms-—Beyond mechanisms for

directly controlling access, there i8 an increasing need
to automate reliably functions such as audit trails, mon—
1toring, survelllance, and exception reportinge The
WASSO terminal i8 a beginninge.

Multiple levels of data in the same systew——This should
be an immediate goal, and many other recommendations made
in this report (such as the suggested changes in security
policy) will contribute to its achievement. However, of
coursey 'approprlnte hardware and software technology to
support this requirement is not quite yet generally
available. )

Nilltary privacy——-Military ADP installations will have an

increasing need to protect privacy (as well as security).
For example, privacy protection requlrements for such
functions as personnel and payroll under the Army Stan—

dard Systems have been the subject of much recent legils—

latione.

Mot o



10)

11)

62

Advenced problemgs—~—HRope for future solutions to the more

difficult problems (such as control of information flow
or inferentlal extraction of database lntor-aflon) must
be based on increased support to present research in
these areas. Personnel ldentification is another diffri—~
cult problem that must be solved as an artificlal intel-
ligence or pattern recognltion probleme.

The role of the Army jnp datahase securlity-——There are

several general ways In which the Aray can increase lts

role in the advancement of the state~of-the-art in data-
base securlitye.

a) Broader iInterest |In database security itself—The
treatment of database security in existing ADP secur—
ity regulations (eegey [ARNYR77])) s relatively
Sparsee. This is, of course, partly due to the fact
that the necessary technology has not arrivede. This
study itself is evidence of the fact that interest is
increasinge.

b) Increased participation and involvement—An example
of such involvement 1is the U.Se Army Automation
Securlty ¥Workshopy 11-12 December 1978, in Leesburg,
Yirginiae. This workshop 18 supported by AIRMICS and
funded by the USACSC ISRAD program. The workshop
will bring about communication between researchers
and practlitioners In the area, as well as with users
and management typese It also will serve to generate
some new ldeas and help to put existing methodology
in perspective. The Army®s participation 1n the KSOS
project is another example of how the Aray is already
expanding its rolee.

c) More sponsored research in computer securlty--This
is, perhaps, an area In which the Army needs to
increase its commitment, if 1t serlously deslires to
be a significant force (along with the Navy and Air
Force, who are already established 1In the area) in
shaping the future state-of-the—-art. In this regard,

there seems to be a slight trend towvard a lessening
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of Navy and Air Force spending on security and pro—
tectlione. In addition, there geems to he a move in
Alr Force emphasls toward prototype demonstrationss
Also, Bsponsored research must not all be heavily mle-~-
slon orlentedy, elthere. Some latltude for experimen—
tation with different ldeas and directions 1s neces—
sary to s2rve the longer term future.

Comnunication with the other branches-—-The service
branches have been competing, rather than communlicat-
ing and cooperating In theler ADP security efforts.
Each one has, to some extent, devel oped a program
that independently parallels the otherse. Each
appears to be solving problems without aharing the
solutions. The result ls a waste of effort and
resources, reinvention of concepts, and a hindrance
to future interoperabilitye. In fact, the future
requirements for interoperablility could concelvably
transcend the various service branches and extend to
cooperatjive systems among NATO countrliese. The army
presentl]ly has an opportunity to be a moving force in
bringing the various groups together. Perhaps, the
DoD Consortlium can be instrumental ia implementing an
amalgamation of effort and results.

Avold confusion of research with develcpment and
implemertation—-—By and large, the resources avallable
at universities are limited to conceptual research
and very early stage bread-bocard prototypese. In most
universities the emphasis 18 heavily toward the
formere As a rule, un_acadenlc department cannot
afford to commit large amounts of resources and per-—
sonnel to producing working systems. (Perhaps Kangas
State University and 1ts work on the back—end compu-
ter was a notable exception.]) Academics can best
contribute in very early stages wilith concepts, ldeas,
directionsy, and possibly high leve] designs. Soft-
ware firms can then do a better job at serious imple-

mentatione.
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